
 
Security – What you need to Know

Why all the new security measures? 
 
Security is a big concern for everyone! Payment industry standards have been 
introduced by PCI. 
 
What is PCI and who do these standards apply to? 
 
The Payment Card Industry (PCI) Security Standards Council provides standards for the security of 
customer account data for all card brands. This organization was founded by American Express, 
Discover Financial Services, JCB, MasterCard Worldwide, and Visa International.  
 
PCI standards apply to businesses. A non PCI compliant retailer or restaurateur experiencing a credit 
card security incident may be subject to fines and fraud liability from the payment associations.   
 
What is PABP? 
 
Payment Application Best Practices (PABP) standards apply to point of sale software. 
 
What is CISP? 
 
The Cardholder Information Security Program (CISP) was originally created by VISA. Credit card 
associations have now aligned their security policies into a single standard, PCI. 
 
Are you at risk? 
 
In addition to fines, a credit card security incident will severely impact a business’ ability to continue 
operations as the ability to accept or process credit card transactions can be revoked or suspended.  
 
Did you know that a recent survey found that 40% of consumers surveyed said they might discontinue 
a relationship with a vendor if their credit card was compromised by that company? Another 20% said 
they had already stopped doing business with a company as a result of a security breach. 
 
Halo – leaders in secure web-based POS! 
 
As leaders in secure web-based POS, Halo will ensure that you are prepared for security compliance 
requirements.   
 
There are several elements to becoming compliant – one of which is using a PABP validated point of 
sale system. Systems which are PABP certified have undergone rigorous auditing of their payment 
processing system.   
 
 

 



 

While having a PABP certified POS system is required to be PCI compliant, it is not enough. There are 
other responsibilities that lie solely with the merchant to implement, including how staff are trained on 
security, the network configuration, and maintaining a security policy.  
 
What do I need to do? 
 
To be fully compliant with new security standards, Vivonet recommends that Halo be implemented in a 
secure environment. 
 
Get the full details in the ‘Halo PABP Implementation Guide’ which will be available on Enterprise 
Manager by May 12, 2008.   
 
The PCI requirements include: 

 Build and maintain a secure network 
 Protect cardholder data 
 Maintain a vulnerability management program 
 Implement strong access control measures 
 Regularly monitor and test networks 
 Maintain an information security policy 

 
The ‘Halo PABP Implementation Guide’ contains all the requirements to implement Halo in a secure 
environment.  Find this document in Enterprise Manager, under the Help Appendix. 
 
Do I really need to do this? 
 
The compliance standards are based on transaction volumes.  
By October 1, 2008 merchants processing less than 1,000,000 Visa transactions a year must use a 
PABP compliant application.  
 
Merchants processing less than 6,000,000 Visa transactions a year must complete the PCI DSS self-
assessment questionnaire annually and have a quarterly network security scan done by an approved 
scanning vendor. 
 
Where do security breaches occur? 
 
According to VISA, the number one vulnerability is the storage of cardholder data 
PCI DSS prohibits the storage of track data beyond what is needed to complete a transaction. 
 
Many older POS systems store this data automatically, making it easy for hackers to obtain the 
information and commit fraud. 
 
Did you know that the number 3 vulnerability is using default passwords? 
If passwords are not changed when they are deployed, it creates an opportunity for hackers to exploit 
the system. 
 

 



 

 

 
Is it just about having better passwords? 
 
No - but this is a good start!  
 
The Halo Enterprise Manager login screen will now prompt you to update your password when 
required.  

 New users must change their passwords on the first login 
 Existing users must change their passwords at least every 90 days 
 Passwords must be at least 7 characters long, and contain both letters and numbers 
 Passwords must be different than the last 4 passwords used 

 
When creating a new user, a temporary password will automatically be assigned.  

 View the temporary password from the Personal Information screen for the new user 
 
In addition to strengthening passwords, you need to be concerned about strengthening your 
internet network at your location and having security procedures.  
 
Let your customers know you care! 
 
Display the ‘Secure with Halo’ decal 
 
To inform your customers that your establishment uses a secure POS system and their credit-card 
information is protected, Halo will be providing you with the following tools to let your customers know 
that their personal information is secure.   
 

• A window decal to put in your store’s front window to let customers know that their personal 
information is secure (watch for your decal in the mail this Fall) 

• A security logo to post on your restaurant’s website 
• Informational seminars on security 

 
Look for more details in the next few months - Stay tuned! 


